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1. System Overview

The CaseCracker Interview Management System iadete for the recording of law
enforcement interviews. It typically consists afiaterview room, containing a (typically
covert) microphone, camera, and switch (option&lsewhere in the building, an interview
monitoring station contains a DVD recorder (optiphat highly recommended), and the
CaseCracker workstation:

- A——
e - =ik
. DVD Recorder
Camera
(typically covert)
Microphone
(tyaically covert)

CaseCracker Workstation

Interview Room Monitoring Room

The operational mode of the system is that durmgeerview, two recordings of the video and
audio are made:

The DVD recorder creates a master evidentiary avpg regular DVD. Typically, at
the end of the interview, this DVD can be checksd evidence.

The CaseCracker workstation creates a working obpiye video and audio, on the
computer’s hard drive. This copy can be easilydeal and annotated.
Additionally, it is possible to burn a DVD from theorking copy.

The remainder of this document details the opeanaiiche system from the perspective of an
administrator of the system. User tasks are coviera separate document. If you have not read
it already, please familiarize yourself with theeu$/anual first.
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. Users

a. The general mode of operation of the CaseCraclaesyis that each us@&vyen an

administrator should log on to his or her own account. Thesprves the integrity
of event logs, since actions on the system areddggth the name of the currently-
logged-in user. Any individual account can be nedrlas having administration
privileges.

Note: Unless otherwise noted, the tasks outlingtlisimanual require you to be
logged in to the system with administrator privésg

Special Accountdn addition to individual user accounts, theretare special
accounts that cannot be deleted.

The ‘Administrator’ is the top-level (or master)maithistration account. By default,
the password for the Administrator user is ‘welcgrtteugh this can be changed by
logging in as Administrator and selecting Toolset Bassword from the menu bar.

There is also a ‘root’ user. Logging in as thisrysrovides privileged access to the
underlying Linux operating system, and should bedusnly under the instruction of a
Cardinal Peak support engineer. The passwordiroot’ user is always the same
as the password for the ‘Administrator’ user.

Important: You should change the password of thdmistrator’ user immediately!

To add, modify, and delete user accouBstect Tools > Manage Users from the
main menu. The following dialog will appear, showill the currently-configured
individual user accounts:

T —

Joe Friday
Sat. Jonas
Sgt. Smith
Add Mew. ..
Edit...
Delete
[ R
&% Close
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e.

To add a new usecClick the ‘Add New..." button. The following dialolgox
appears:

-t

I [
Fuii ame: jjesse james
i

1,
m

orce user to change password on next iogin
[ Grant this usar administrator orivilenas
L1 Grant this user administrater privileges

1
sl | 2 rancal |
S === i G —aN0E i
—_ 1 P

The Full Nameof the user is typically their first and last nanpotentially including
their rank.

The Sort Byfield is used for sorting this user's name appadply in lists. Itis
typically their last name. As you enter the usétd Name, the system will attempt
to guess the appropriate value for the Sort Bylfibut you may need to correct it.

The Passwordnd_Confirm Passworiields allow you to set the user’s initial
password. The default password is ‘welcome’.

If the ‘Force user to change password on next Idgn is checked, the user will be
required to change their password the next timg lig in.

If the ‘Grant this user administrator privilegé®x is checked, the user will have
administrator level access to the system. (Wemaeend you limit the number of
people who have this permission, as it is pos$drle user with administration
privileges to inadvertently mis-configure importaystem parameters.)

To edit an existing useBelect the user's name from the Edit User Lislodiand
click the ‘Edit..." button. See the description undeiding a new user for an
explanation of this dialog box.

To delete an existing use®elect the user’'s name from the Edit User Lisiodiand
click the ‘Delete...” button. You will be prompted tonfirm your action.
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3. Setup

To enter setup, select Tools > Setup and the fatigwialog will appear:

|
|
| Y,
[Incigaent

incident MName;

Innuts

I
Input 1: !Room 1

Input 2: IRnom 2
Input 20 1Roem 2

_ I - |
ok | ¥ cancel |

a. NamesSelect the Namesb to enter the name of the department and thesia
of up to two recording inputs. You may also custzerthe Incident Name field
to be more specific to your agency, for exampleseJdumber.

b. Recording:Select the Recordinigb to configure recording parameters:

(o] Dp [x]
Tt s Rl
Names Recording PermissionslAuto DeletionlExpor‘cingl
Video Quality Picture-in-Picture
O Best (540x480) Input 1: |L.Ipper left cormer b
@® Better (320x480);

O Good (320x240)

Allow users to pause during recording
Prompt user to start/stop external DWD recorder

Allow users to swap the main and PIP images

<ok | 3 cancel |
P E— P

The video quality setting controls the tradeoffivizetn high video quality, on the
one hand, and longer recording capacity, on theroth
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C.

Goodquality is designed to be sufficient for most aggtions. It is roughly
equivalent to VCR quality.

Betterquality offers higher video resolution and clarity is better than VCR
guality, but not quite as good as movie-level DMialiy.

Bestquality setting provides the highest resolutionilatde, however, it places
demand on the system’s CPU and results in largagiskfiles. (This setting is not
recommended for 2-room systems on GX520 hardware.)

Picture-in-Pictureallows two cameras in each interview room, piciarpicture
(PIP) is enabled and the setup is in this screene&ch room you can choose
whether or not to have PIP on or off and wheresthall box appears on the
screen.

If the ‘Allow users to pause during recordirgpx is checked, users will be
permitted to pause recording.

If the ‘Prompt user to start/stop external DVD neled’ box is checked, the user
will be prompted to start the external DVD recordethe start of each session.

If the ‘Allow users to swap the main and PIP imalges is checked, users will be
able to swap the main camera view with the PIP camiew during recording.

PermissionsSelect the Permissionsb to configure permissions:

* | ¢ T 7§ [) ; 1T |

rq I = - e AR o
Mames |Recordirg Pemissions [Auto Deletion |Exporting |
: : : :

\iew / Search Annotate Delete
Interviewer O
others O o:
Administrators i = i

Hok & carcel

This dialog allows you to specify the permissidmattan Interviewer has for his
or her own sessions, and also allows you to sp#ugypermissions that other
people have for sessions they did not record. riéaning of columns is as
follows:

The View / Searclpermission allows a user to play back a sessimh, a
also to search it. If a user can play a sessay, &lso have the ability to
burn a DVD or burn the audio to CD.
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The Annotategermission allows a user to add, edit, and delet®tations
and flags during playback. It is always possibladd annotations and
flags during recording, regardless of the settmthis dialog.

The Deletgpermission allows a user to immediately deletessisn, to
change its deletion date, and to prevent it fromdpautomatically
deleted.

Note that administrators always have permissigretéorm all actions on the system.

d. Controlling Deletion Select the Automatic Deletidab to configure deletion
settings:

T ——— N

- options &
ey 1
|
a1

| P | o e e .
Mames !Recordmg !Perrmssmns AULG Delation !Exportln
| I S : 1 L I
= LAelete SEss510ns automati cally
S A T SN P r P
By derault, deiete |365 days arter uploading

(You can always override the automatic deletion far
a particular session by selacting *Change Delation

o E Ll

Cate" rrom tne Session menu

— | — 1
ok | B cancel |
— i~ | dp 2SN i

S -

The CaseCracker system allows you to set a padiggrding how long interviews
are retained on the system by default. (You carale the default policy on a
session-by-session basis.) Although it is possibtern off automatic deletion,
we recommend you set a department policy and satittkit. Aside from

potential legal issues, a policy of automatical®yeding old sessions makes it less
likely you will run out of disk space.

If the ‘Delete sessions automaticalbpx is checked, then the system will
automatically delete video the specified numbedafs after it was recorded.

To override the automatic deletion for any partarusession: Select the
session in the main window, and then select Sessiohange Deletion Date
from the main menu. The following dialog box apea
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Session Deletion

1 Septemoe-* 1 2009 ¢
Hour |15 |

2 3 4 5

5 7 2 9 10 11 12

1z 14 1s 17 1g 1%

22 21 22 23 2L 2t 26 —
57 23 28 a0 Minute (40 |,

ok %Cancel

b A

From this dialog, you can select a new date and fonthe session to be
automatically deleted. You can also keep it uhtd manually deleted, by turning off
the ‘Delete this session automaticattheckbox.

To delete a session immediatelgelect the session in the main window and
then select Session > Delete Now from the menu.

e. Exporting CaseCracker allows exporting of video, audio,gemanapshots,
annotations, event log, and session report toiatyaof different destinations. In
order for this functionality to work, you will ne@d connect CaseCracker to
your network and configure the following destina(i®) per your department’s

policy.

Ii
(%)

Names|Recording|Permi55iDns Auto Delation E:ncporting‘

27 Configure...
Allow export to files 2" Configure...
Allow export to USB devices
Allow export to FTP servers " Configure...
O Allow export to DIMS Configure...

Mote: Regardless of these settings, adminstrators can
always export to any destination.

{"‘EIQL( | %’ Canr‘n| |
=

S et 1 ey edniu

Allow export via email If you would like to enable email, check the “@W
export via email” box and click the “Configure” bom to the right to view the
window below. Enter in your department’s outgoingilnserver, authentication
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(if necessary), and a “from” email address. Clio& test button to send a test
email to confirm settings. Note: Video file sizes &mited using this export
option.

S T, ——
Configure Email E3
Outgoing Mail Server (SMTP:

|smtp.cardina|peak.cum

(e.g., smtp.mail.yahoo.com)

O server reguires avLthertication

Usernagne |

Passwod |

'From' Emall Address

vasecrsckef@uardinalpeak.cormn

le.g.. info@cardinalpeak.com)

?Tﬂst...
ok 2 cancel

L A

Allow export to files If you would like to enable export to a file Idian on your
department’s network, check the “Allow export tle$’ box and click the
“Configure” button to the right to view the winddvelow. Use the browse button
to choose a file location. Checking the “Allow uséw browse to other folders”
box will allow users to determine file destination.

‘o

[¥] onfigure Saving to File

O

Default Folder:

| — Browse...

[0 Allow users to browse to other folders

ok & cancel

Allow export to USB devicedf you would like to enable export to USB devices
check the “Allow export to USB devices” box.

Allow export to FTP serverdf you would like to enable export to a FTP serve
check the “Allow export to FTP servers” box anaklthe “Configure” button to
the right to view the window below.
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ey e
a2 202020202020 Connigure EIPFESsenwer k3
_ " e e e

=TI [ ]
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rir AN [ELE

oi v
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i

This should be the full path to the folder ar
the FTP server where vou want the files to

go, for instance:

L |-
(LS

FHfiip. cardinapear.Comjcasecracre

Allow export to DIMS If your department uses Linear Systems’ Digital
Information Management System, check the “Allowatpo DIMS” box and
click the “Configure” button.

4. Disk Usage

a. Your system has been configured with internal lths#(s) for video and audio
storage. (This is in addition to the system’s foartd disk, which stores the operating
system and other software, as well as numerousgroafion files.) It is possible to
add external storage to the system by purchasiegppmore Network-Attached
Storage (NAS) devices.

Note: Due to security considerations and the hifia dccess rates that are required
for proper operation, Cardinal Peak only certifies system for use with a small
number of approved NAS devices. Please contadi@drPeak for details.

b. To see a list of the configured disks and NAS uSidect Tools > Manage Disk
Storage from the main menu. The following dialoy lappears:
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pdl Conhgured Disks and NAS Unifs 1R
dats Dol bl
eu
R R e
P
Add MNew
Statue
Dalata
Bl
&% —i058

The first entry in the list, usually ‘/data’, re¢eto the CaseCracker workstation’s
internal data disk.

Any NAS units you have configured will also appeathis list.

. To ascertain a particular session’s size and sterlgation:Select the session from
the main window, and the select Session > Info ftbenmenu. The size and storage
location are listed in the bottom of the info wimdo

. To add a NAS to the systeRirst, add the NAS unit to the network. (Contact
Cardinal Peak support for instructions on how tdlds.)

. To delete a NAS from the syste®eiect the NAS from the list, and click the
‘Delete...” button. You will be prompted to confimour action.

Important: When you delete a NAS from the systeou, re also deleting all the
video stored on that NAS!

Backup and restorefo conserve storage on the hard disk, you can Ipaglaession
that can be loaded back to CaseCracker later. Yayubackup to DVD, file location,
or USB device. Select a session and go to Fileckasession to view the window
below. Select the destination and click OK. Thifl give you an archival copy of the
interview with annotations and flags that can lsaeed to CaseCracker later. Note:
This file can only be read by CaseCracker software.
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[+«] Fxpart Sessinn @
Deslinglion; |E!urr1 Lo DW2 -
Durn to DWD =
Sawve to File
Save to LSO Device j

Flease inszrt a bank LD in the drive,

Format: CaseCracker Backup

<ok H cancel

g. Restore data DVDTo restore a backup session, select a sessiogaatwdFile >
Restore from backup

R
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5. Setting the Time and Date

a.

In order for time and date stamps to work corredtlis important that the system has
an accurate idea of the current time. There aveways to configure time: Using the
staticmethod, you simply set the system clock to theembitime and date; from
there, the system will keep reasonably accurate,tintluding making adjustments
for daylight savings time as needed. Using theadyio method, your system can be
configured to periodically synchronize to the catréme over the Internet, using a
publicly available timeserver.

To configure the time and date, select Tools >T8ak/Date from the main menu.
The following dialog will appear:

1 o - a g e
& - - =t o W
7 8 8 10 11 iz 13
14 15 18 12 19 20
21 22 23 24 25 26 27
- - B
L0 - 1)
— 1 | |
SfiHelp | & Unlock | 38 Close |
— i _ i _ i

c. To configure the current date and time staticaliyply enter the values here and

then move on to button, ‘Time ZaoneTo configure the system to dynamically
synchronize over the network with a public sereéQose “Keep synchronized with
internet servers” from the Configuration drop dowanu. The following window
will appear prompting you to choose a time server.

[v] Tirne and Date Settings E3)

Tire zene: BB America/Cenver |

Configuratior:  Keep synchronized wizh Internet se~vers |«

Timme serve-s:
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6. Viewing the Event Log

a. The following actions are logged to the system el

Add (record) a session Add filesystem
Change a session’s Delete filesystem
expiration date Burn DVD

Delete session Change permissions
Add user Log in

Edit user Log out

Delete user Escape to shell

b. To access the system event IS8glect File > View Event Log from the main menu.
The Event Log viewer appears:

Delete Sessio 06/17/08  1638:43  administrato Manually delet ng session with ID 1...
Delete Sessio 06/17/09 16:38:43 administrato Manualiy delet ng session with iD 1...
Delete Sessio 06/17/09 16:38:43  administrato Manually delet ng session with ID 1...
Delete Sessio 06/17/09 16:38:43 administrato Manually delet ng session with ID 1...
Delete User 06/17/08 16238:51 administrato Deleted user "onadmin” (ID 1}
Acld Llear NG 7mnma 1G-32G.1 5 = icl=wt FIC% 1 l=aai
uuuuuuu 061708 162216 adn riday" (IO 1, legi.,
e e T [aT=¥a BrFiils] TS M AN -] e | m g 1D I = Lo
Rl wag] WarL vz 10,2250 [=1%] = JUTTES LW £ T
Add Liser 0/ 7/09  1/A40:01  administrato Added user "Sgf. Smitq®* {i0 3, ingi... !
R P— S, P r—| |
Add Session 06/17/09 16:40:32 administrato Creating new session, Subjec: Thej.. |
g | —
Add Session 06/17/09 16:41:00 administrato Creating new session, Subjec: John .. |

Events are sorted in chronological order.
c. To get more details on any eve8elect it and double-click on it.

d. To export the Event Lo@elect File > Export Event Log from the Event Lognu.
The event log can be opened with Microsoft Excel.

e. To close the Event Lo&elect File > Close from the Event Log menu, atkcthe
‘X" in the upper right corner of the window.
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Appendix: Support Tools

a. Inthe event your system needs technical suppatetare three options available
from the Help menu when you're logged in with adistirator privileges that aid
Cardinal Peak in remotely debugging your system:

Although you should never need to access thesergptinless instructed to do so by
Cardinal Peak, the functionality is as follows:

Install New Versiorallows you to install CaseCracker upgrades from an
upgrade CD (software support contract required).

Escape to Shedllows you to access a Linux command prompts It i
intended for expert users only, as it is possiblmadvertently mis-
configure your system.

Burn Diagnostic Clallows you to burn a CD that contains a reasonably
complete snapshot of the state of your system. ¢amuthen send this CD
or email the file to Cardinal Peak for analysis.

Allow Remote Loginallows Cardinal Peak to login to your CaseCracker
for diagnostic purposes. Your system must be cdaeddo the network to
allow remote login.

Play Test Sound used to test audio configuration.
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Appendix: Initial Configuration Checklist

The following checklist provides a handy refereteensure that you've performed initial
system configuration correctly:

Change Administrator password
Add users to the system

Configure default permissions
Configure automatic deletion policy
Configure recording parameters
Set the time and date

Configure export options
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